Date Mailed: June 24, 2002 



Page I of 2 



m i & m a 

INFORMATION&^CLOSUR^ 

IN AN APPLICATION 

(Use several sheets if necessaiy) 



Form 1449* 



)ocket Number: 
1032-OOlUSOl 



Application Number: 
10/057,04 



Applicant: 

Ranga S. Ramanujan et al. 



Filing Date: 
January 25, 2002 



Group Art Unit: JUL 0 3 ZOOZ 



2152 



Examiner Name: 
Unknown 



lechfiQio9yCeiiit}t2t)0 



U.S. PATENT DOCUMENTS 



Examiner 
Initial 



Document Number 



Issue/Document 
Publication Date 



Name 



Filing Date If 
Appropriate 



FOREIGN PATENT DOCUMENTS 



Examiner 
Initial 



Document Number 



Publication 
Date 



Country 



Translation 



Yes 



No 



OTHER DOCUMENTS (Including Authors, Title ofltem, Page(s), Vol/Issue No., Publisher, Place of Publication) 



S. Kent, and R.Atkinson, "Security Architecture for the Internet Protocol," IETF RFC 
2401, November 1998. 



K. Hamzeh, et al., "Point-to-Point Tunneling Protocol," IETF RFC 2637, July 1999 



W. Townsley, et al., "Layer Two Tunneling Protocol (L2TP)," IETF RFC 2661, August 
1999. 



K.J. Houle, and G.M. Weaver, "Trends in Denial of Service Attack Technology," 
Technical Report, CERT Coordination Center, October 200 1 . 



D. Moore, G.M, Voelker, and S. Savage, "Inferring Internet Denial-of-Service Activity," 
Proceedings of the 2001 USENIX Security Symposium, Washington, D.C., August 2001. 



R. Braden, et al., "Resource Reservation Protocol (RSVP)," IETF RFC 2205, September 
1997. 



S. Bhattachayya, et al., "An Overview of Source-Specific Multicast (SSM) Deployment,' 
IETF Internet Draft: draft-ietf-ssm-overview-01.txt, August 2001. 



S. Deering, "Host Extensions for IP Multicasting," IETF RFC 1 1 12, August 1989. 



G. Banga, P. Druschel, and J. Mogul, "Resource Containers: A New Facility for Resource 
Management in Server Systems," in Proceedings of the 1999 USENIX/ACM Symp. on 
Operating System Design and Implementation, Feb. 1999. 



Date Mailed: June 24, 200! 




Page 2 of 2 



S.M. Be! 
October 



Traceback Messages," Internet Draft: draft-ietf-I trace-Ol.txt, 



Cisco Systems, Configuring TCP Intercept (Prevent Denial-of-Service Attacks), Cisco 
lOS Documentation, Dec. 1997. ^ 

RECEIVEC 

S. Savage, D. Wetherall, A. Karlin, and T. Anderson, "Network Support for IP 
Traceback," IEEE/ACM Trans, on Networking, vol. 9, no. 3, June 2001. JUL 0 3 2002 



D. Song and A. Perrig, "Advanced and Authenticated Marking Schejfo^Ofcggy CQJ\{B{ 2100 
Traceback," June 2000 



O. Spatscheck and L. Peterson, "Defending Against Denial of Service Attacks in Scout,'' 
Proceedings of the 1999 USENDC/ACM Symp. on Operating System Design and 
Implementation, Feb. 1999. 



R. Stone, "CenterTrack: AN IP Overlay Network for Tracking DoS Floods," Proceedings 
of the 2000 USENEX Security Symposium, Dec. 2000. 



EXAMI^R 




Date Considered 



^Examiner: Initial if reference coosidered, whether or not citation is in conformance with MPEP 609; Draw line through ciution if not in 
conformance and not considered. Include copy of this form with next communication to applicant 



Based on Form PTO-FB-A820 
(Also form PTO-1 449) 



Patent and Trademark Office, MS. Department of Commerce 



